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1. Introduction 3. Model Architecture 4. Experiments and Results
Background: face images are rich data items that are We use two datasets CelebA and VGG1
useful and can easily be collected in many X, —— {  Adversary-Gender Classifier datasets to evaluate AIA. Both utility and
applications, such as in 1-to-1 face verification tasks s privacy are considered in evaluation:
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4-1: CelebA Results

Aim: to learn a useful image representation which

protects against private attribute inference attacks
AlA has three main components: (1) an auto-encoder for

Our contribution: proposing a principled framework, creating a general-purpose image representation, (2) an
Adversarial Image Anonymizer (AIA) capable of attribute inference attacker which predicts user’s gender, and
creating utility and privacy preserved image (3) a utility component which .use.? Siamese network to ensure Original %78.01 %88.87
representations using adversarial learning the enhanced representation is still useful
Random %52.12 %56.89
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2. Example of Predicting Users’ Private Attributes Training: first, each model is trained separately using the AIA\T %62.53 %69.34
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1. AutoEncoder:
Lyg = x".logx + (1 — x").log(1 — x)
2. Gender Classifier: 4-2: VGG1 Results
LAE — X’.lOgX + (1 _ x,).log(l _x) EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENENN

https://imagerecognize.com 3. Siamese Network: Method Privacy Utility
1 1 etho
o . Lsiamese = (1= ) =D? + v =max(0,m — D)2 (! better) (T better)
Attributes: Missing Attributes: 2 2 .
Original %81.21 %91.31

- Age:22-34 - Sunglasses o _ o
. Gender: Female - Beard Then, the whole model is fine-tuned using a combination . .

' - Mustache of the three loss functions: Random %51.34 %53.67
Face Attributes: - Eyeglasses AIA\T %65.67 %66.29
- Smile Lrotar = Lag + aLsiamese — BLaav
~ Eyes open Emotions: NN / AIA %68.13 %77.96
- Mouth open - Happy control parameters

5. Parameter Analysis 6. Visualization

In this part, we show a sample image which is created using our model’s private

In this experiment, we test AIA using different values of @ and £: .
representation:
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